NATIONAL GUARD BUREAU

111 SOUTH GEORGE MASON DRIVE
ARLINGTON VA 22204-1373

ARNG-CSG 13 February 2023

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Army National Guard (ARNG) Field Level Medical Maintenance Guidance

1. References:
a. AR 40-61 (Medical Logistics Policies), 28 January 2005.
b. AR 710-2 (Supply Policy Below The National Level), 28 March 2008.
c. AR 735-5, (Property Accountability Policies), 9 November 2016.
d. AR 750-1 (Army Materiel Maintenance Policy), 28 October 2019.

e. HQDA EXORD 138-21 Global Combat Support System- Army (GCSS-Army)
Integration.

f. Supply Bulletin 8-75-S10, 2013

g. Supply Bulletin 8-75-S6, 2014

Purpose: This memorandum is to provide guidance on medical equipment that require
servicing and/or calibration for field level maintenance.

2. Background: As of 03 February 2023, National Guard Bureau (NGB) was notified by
Army Medical Logistics Command (AMLC) that its Medical Materiel Operational
Divisions (MMODs) will no longer provide field-level medical maintenance support. The
shortage of full-time Biomedical Repair Specialist (68A) in the Army National Guard
(ARNG) has resulted in the utilization of MMODs to perform all field-level maintenance.
Historically, units have relied on the MMODs to service and calibrate all durable CL VIl
equipment. ARNG has 10,562 Associated Support Items of Equipment (ASIOE)
medical devices that require servicing on an annual basis. In light of the recent
reduction in medical maintenance support, units must take necessary actions to ensure
fielded medical ASIOE are Fully Mission Capable and available to meet operational
readiness demands at a moments notice.

3. Way Forward:
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a. Effective immediately, units will input their Medical Equipment Sets (MESs) with
associated sub-components into GCSS-Army per HQDA EXORD 138-21, GCSS-Army
Integration. States are required to report serviceability of these items in order to
accurately depict the ARNG’s medical equipment readiness rate. Failure to load MESs
with associcated sub-components into GCSS-Army will negatively impact funding for
field-level and sustainment-level medical equipment maintenance.

b. States with qualified 68As will schedule and perform field-level maintenance IAW
Reference g. See paragraph 1-15 (1) a through b.

c. If units are unable to complete field-level medical maintenance organically due to
a lack of resources (i.e., parts, tools, TMDE, facilities, training or time) or manning
authorizations, States have the following options available to consider:

1) Utilize local Medical Treatment Facilities (MTFs) resources to conduct field-
level medical equipment maintenance and ensure actions completed are reimbursable
to the servicing MTFs.

2) Develop support agreement with USAMMA to project a schedule for field-level
medical maintenance services. The following USAMMA POCs will be able to assist in
this effort: Mr. Kevin Culihan at kevin.b.culihan.civ@army.mil or (301) 619-4383 and Mr.
Joshua Varnes at joshua.l.varnes.civ@army.mil or (301) 619-2614. Additionally, Ms.
Leigh Anne Alexander, Director of the Integrated Logistics Support Center (ILSC) at
AMLC is available to work with states in developing Memorandums of Agreement that
support future ARNG field-level medical maintenance requirements. She can be
reached at leigh.a.alexander9.civ.army.mil or (301) 619-1296.

3) Develop local contracts with certified Biomedical Equipment Technician
(BMETS) to support States with internal/regional medical maintenance services.

4. Point of contacts are:

a. MAJ Michael Park, ARNG CSG Chief Medical Logistics Officer at 703-607-1360 or
michael.park4.mil@army.mil.

b. Chief Warrant Officer 4 Douglas Malone, ARNG G4 Ground Maintenance Policy
Team Warrant Officer at 703-607-7665 or douglas.l.malone.mil@army.mil
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UNCLASSIFIED/CUI//

SUBJECT: ANNEX A TO HQDA EXORD 138-21 GLOBAL COMBAT SUPPORT SYTEM-
ARMY (GCSS-ARMY) INTEGRATION, ACCESS ADMINISTRATION//

(U) REFERENCES.

REF//A/ DOD REQUIREMENT NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY SPECIAL PUBLICATION 800-53, REVISION 4, SECURITY AND
PRIVACY CONTROLS FOR FEDERAL INFORMATION SYSTEMS AND ORGANIZATION
(NIST 800-53)//

REF//B/ AR 700-127, INTEGRATED PRODUCT SUPPORT, 22 OCTOBER

2018//

REF//C/ AR 700-142, TYPE CLASSIFICATION MATERIEL RELEASE,
FIELDING, AND TRANSFER, 26 FEBRUARY 2020//

REF//D/ AR 710-2, SUPPLY POLICY BELOW THE NATIONAL LEVEL, 28
MARCH 2008//

REF//E// DEPARTMENT OF THE ARMY PAMPHLET 710-2-1, USING UNIT
SUPPLY SYSTEM (MANUAL PROCEDURES), 1 DECEMBER 2016//

REF//F/ AR 25-400-2, THE ARMY RECORDS INFORMATION SYSTEM

(ARIMS), 2 OCTOBER 2007//

REF//G/ THE ARMY RECORDS INFORMATION SYSTEM (ARIMS), USER'S
GUIDE, VERSION 3.6 REVISED DATE: 19 APRIL 2013//

REF//H/ DD 2875 SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR).
EXECUTIVE ORDER 10450, 9397; AND PUBLIC LAW 99-474, THE COMPUTER
FRAUD AND ABUSE ACT. ACCESS TO DEPARTMENT OF DEFENSE (DOD) SYSTEMS
AND INFORMATION. NOTE: RECORDS MAY BE MAINTAINED IN BOTH ELECTRONIC
AND/OR PAPER FORM//

REF//I/GLOBAL COMBAT SUPPORT SYSTEM-ARMY ENHANCED END USER MANUAL
(GCSS-ARMY EUM+), HTTPS://WWW.GCSS-ARMY.ARMY.MIL/GCSS-
ARMY/EUMLAUNCH/GARMY JUMP1.HTML

NARR// (U) THIS ANNEX PROVIDES DIRECTION AND GUIDANCE TO MANAGE ACCESS
ADMINISTRATION, USER REGISTRATION, AND USER ROLES IN GCSS-ARMY.

1. (U/CUI) SITUATION. AS A DESIGNATED ACCOUNTABLE PROPERTY SYSTEM OF
RECORD (APSR), GCSS-ARMY ACCESS ADMINISTRATION PROCEDURES MUST
ESTABLISH CONTROLS TO ENSURE TRANSACTIONS ARE AUDITABLE, NON-
REPUDIABLE, AND COMPLY WITH SEGREGATION OF DUTIES (SOD) REQUIREMENTS.
2. (U/CUI) MISSION. ALL COMMANDS WILL IMPLEMENT THE PRESCRIBED ACCESS
ADMINISTRATOR (AA) INSTRUCTIONS IN ORDER TO ENSURE COMPLIANCE WITH
SYSTEM ACCESS CONTROL REGULATIONS.

3. (U/CUI) EXECUTION.

3.A. PROCEDURES ARE PUBLISHED IN APPENDIX 1 TO ANNEX A OF THIS ORDER.

3.B. TASKS TO STAFF.





3.B.1. HODA DEPUTY CHIEF OF STAFF, G-4, G-46 ENTERPRISE LOGISTICS
AUTOMATION DIRECTORATE, IS DESIGNATED THE OFFICE OF PRIMARY
RESPONSIBILITY TO REVISE ANNEX A AS REQUIRED.

3.C. TASKS TO SUBORDINATE COMMANDS.

3.C.1. COMMANDER, U.S. ARMY TRAINING AND DOCTRINE COMMAND. REFINE
TRAINING FOR ALL LOGISTICS PERSONNEL AND ALL PRE-COMMAND COURSES TO
ENCOMPASS THE CONTENT OF THIS ORDER AND RELATED ANNEXES.

3.C.2. ALL ARMY COMMANDS AND ACTIVITIES: INTEGRATE THE DIRECTIONS IN
THIS ORDER INTO COMMAND POLICIES AND STANDARD OPERATING PROCEDURES AT
ALL LEVELS, INCORPORATING THESE MEASURES IN COMMAND LOGISTICS
DISCIPLINE AND COMMAND FINANCIAL DISCPLINE PROGRAMS.

4. (U/CUI) SUSTAINMENT. NONE

5. (U/CUI) COMMAND AND SIGNAL.

5.A. COMMAND. HQDA DEPUTY CHIEF OF STAFF, G-4 IS THE PROPONENT OF
THIS ORDER.

5.A.1. HODA DCS G-4, G-46 ENTERPRISE LOGISTICS SYSTEM POLICY POC: MS.
ASHLEY POWERS, EMAIL: ASHLEY.M.POWERS.CIV@MAIL.MIL.

5.B. CASCOM POCS ARE: JEFFREY BALES AT COMM 804-279-1001, E-MAIL:
JEFFERY.S.BALES2.CIV@MAIL.MIL.; OCTAVIA JONES AT COMM 804-279-8109, E-
MAIL: OCTAVIA.C.JONES.CIV@MAIL.MIL.

6. EXPIRATION: THIS EXORD WILL EXPIRE 30 SEPTEMBER 2026.





Appendix 1 to Annex A, EXORD 138-21 - GCSS-Army Access Administration
Procedures

ALL COMMANDS WILL IMPLEMENT THE PRESCRIBED ACCESS ADMINISTRATOR (AA)
INSTRUCTIONS IN ORDER TO ENSURE COMPLIANCE WITH ACCESS CONTROL
REGULATIONS.

1. COMMANDERS AT ALL LEVELS WILL ENSURE GCSS-ARMY ACCESS
ADMINISTRATORS AND END USERS ARE PROPERLY TRAINED TO FULFILL THEIR
ASSIGNED ROLES.

1.A. AAs WILL COMPLETE THE FOLLOWING TRAINING: (1) GCSS-ARMY OVERVIEW,
BASIC AND INTERMEDIATE NAVIGATIO; (2) DATA MINING; (3) USING THE END
USER MANUAL-PLUS (EUM+) PORTAL; AND (4) DECENTRALIZED USER
ADMINISTRATION (DUA) WEB BASED TRAINING. TRAINING IS ACCESSED AT
HTTP://WWW.GCSS.ARMY.MIL/TRAINING/WEBBASEDTRAINING.ASPX

1.A.1. ALL GCSS-ARMY AAs MUST HAVE THE FOLLOWING REQUIRED
DOCUMENTATION ON FILE AT THE ORGANIZATION: APPOINTMENT ORDERS SIGNED
BY THE COMMANDER APPOINTING THE AA TO THE POSITION, DD FORM

2875 (SYSTEM AUTHORIZTION ACCESS REQUEST (SAAR)) WITH SPECIFIC POSITION
IDENTIFIED, AA’s ANNUAL ACCESS REVIEW, AND GCSS-ARMY TRAINING
CERTIFICATES RECEIVED THROUGH WEB BASED TRAINING (GCSS-ARMY OVERVIEW,
GCSS-ARMY BASIC NAVIGATION AND GCSS-ARMY INTERMEDIATE NAVIGATION) .

1.A.2. NOTE: “DATA MINING” AND “USING THE EUM+ PORTAL” ARE PRE-
REQUISITES TO DECENTRALIZED USER ADMINISTRATION WEB BASED TRAINING.

1.B. THE END USER MANUAL PLUS (EUM+) PROVIDES ADDITIONAL RESOURCES AT:
HTTPS://WWW.GCSS-ARMY .ARMY.MIL/GCSS-ARMY/GARMY JUMP1.HTM. TO VIEW DUA
TRAINING BULLETINS, JOB AIDS, OR TRAINING SIMULATIONS FOR DUA, CLICK
THE “SUPPLEMENTAL TRAINING” BUTTON, THEN CLICK THE “TRAINING
BULLETINS” OR THE “EUM+ PORTAL” LINK IN THE CENTER OF THE SCREEN.
CLICK TO EXPAND LIST ITEMS OR USE KEYWORDS TO SEARCH.

1.C. TO NAVIGATE TO THE DUA REFERENCE GUIDE, PERFORM THE FOLLOWING
STEPS:

1.C.1. CLICK THE “SUPPLEMENTAL TRAINING” BUTTON.

1.C.2. CLICK THE “EUM+ PORTAL” BUTTON TO OPEN THE DUA FUNCTIONAL
PORTAL.

1.C.3. CLICK THE EXPAND (+) BUTTON TO THE LEFT OF THE “DECENTRALIZED
USER ADMINISTRATION” LIST ITEM.

1.C.4. CLICK THE EXPAND (+) BUTTON TO THE LEFT OF THE “DUA JOB AIDS
(GENERAL) LIST ITEM.

1.C.5. CLICK THE “JA DUA REFERENCE GUIDE” LIST ITEM.

1.C.6. CLICK THE “DUA REFERENCE GUIDE.PDF” LINK ON THE RIGHT SIDE OF
THE SCREEN.



http://www.gcss.army.mil/TRAINING/WEBBASEDTRAINING.ASPX

https://www.gcss-army.army.mil/GCSS-ARMY/GARMY_JUMP1.HTM
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1.D. GCSS-Army AAs WILL ENSURE END-USERS HAVE ALL REQUIRED
DOCUMENTATION BEFORE, DURING, AND/OR WHEN ALLOWING OR MODIFYING ACCESS
TO ALL ROLES.

1.D.1. ALL END USERS WILL PROVIDE THE FOLLOWING DOCUMENTS TO THE AA: DD
2875 (SYSTEM AUTHORIZTION ACCESS REQUEST (SAAR)) WITH SPECIFIC

POSITION IDENTIFIED, AND GCSS-ARMY TRAINING CERTIFICATES RECEIVED
THROUGH WEB BASED TRAINING. ALL NEW USERS MUST COMPLETE THE THREE
COMMON CORE WEB-BASED MODULES (GCSS-ARMY OVERVIEW, BASIC NAVIGATION,
AND INTERMEDIATE NAVIGATION) AND ANY ADDITIONAL MODULES ASSIGNED AT

THE DISCRETION OF THE UNIT, OR APPROPRIATE TO THE ASSIGNED ROLES.

1.D.2. IN ADDITION TO THE DOCUMENTATION IN 1.D.1., ALL PERSONNEL
ASSIGNED TO THE POSITION OF ACCOUNTABLE OFFICER, PROPERTY BOOK
OFFICER, OR MASTER DRIVER MUST ALSO PROVIDE THE AA WITH APPOINTMENT
ORDERS SIGNED BY A COMMANDER OR CIVILIAN ACTIVITY HEAD APPOINTING THE
PERSON TO THE POSITION.

1.D.3. ONCE REQUIRED ACCESS DOCUMENTATION HAS BEEN OBTAINED, THE AA
WILL USE THE DECENTRALIZED USER ADMINISTRATION (DUA) WORKBENCH ON THE
GCSS-ARMY PORTAL: HTTPS://WWW.GOGCSSARMY.ARMY.MIL/WELCOME.HTML. THE AA
WILL TYPE TRANSACTION “ZAMW” TO NAVIGATE TO THE WORKBENCH. CLICK ON
“PERSONNEL ACTIONS” SECTION TO MAKE THE APPROPRIATE CHANGES.

1.D.4. AS EVIDENCE OF ACTIONS TAKEN (TRANSFER, SUBSTITUTION, ONBOARD,
OUTBOARD, DUAL PERSONA AND REHIRE), THE AA WILL ENSURE THAT THE
CURRENT DD 2875 WILL BE MAINTAINED FOR EACH USER TO REFLECT THE
PERMISSIONS/POSITONS GRANTED TO THE GCSS-ARMY SYSTEM. THIS INFORMATION
MUST BE KEPT NO LESS THAN 24 MONTHS FROM THE LAST CHANGE/OFF BOARD.

1.E. WHEN A USER IN A COMMAND’S SCOPE OF OPERATIONS (SOO) NEEDS SYSTEM
ACCESS THAT REQUIRES HIM/HER TO BE SUBSTITUTED TO MORE THAN ONE
POSITION IN ADDITION TO ORIGINAL POSITION, THE COMMAND MUST DETERMINE
IF THE POSITION SUBSTITUTION CAUSES A SEGREGATION OF DUTIES (SOD)
CONFLICT.

1.E.1. TO MAKE THIS DETERMINATION, THE AA WILL REFERENCE THE POSITION
ASSIGNMENT SOD MATRIX, LOCATED IN THE JOB AID “JA DOCUMENTATION
REQUIREMENTS FOR PERSONNEL ALLOWABLE SUBSTITUTIONS” OR CONTACT THE
HTTPS://SERVICE.PEOEIS.ARMY.MIL/GCSSA/ TO PERFORM THE SOD CHECK.

1.E.1.A. TO VIEW THIS JOB AID, NAVIGATE TO THE END USER MANUAL PLUS
(EUM+) WEBSITE USING THE FOLLOWING URL: HTTPS://WWW.GCSS-
ARMY .ARMY .MIL/GCSS-ARMY/EUMLAUNCH/GARMY JUMP1.HTM.

1.E.1.B. FROM THE EUM+ HOME PAGE, CLICK THE “SUPPLEMENTAL TRAINING”
BUTTON, AND THEN CLICK THE “EUM+ PORTAL” LINK IN THE CENTER OF THE
SCREEN. CLICK TO EXPAND THE “DECENTRALIZED USER ADMINISTRATION” LIST
ITEM, AND THEN CLICK THE “DUA JOB AIDS (GENERAL)” LINK TO NAVIGATE TO
THE DUA JOB AIDS."



https://www.gogcssarmy.army.mil/WELCOME.HTML
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l1.E.1.C. SUBSTITUTION OF NON-SOD CONFLICT POSITIONS ARE PERMITTED UP
TO 365 DAYS WITH COMMAND APPROVAL.

1.E.1.D. FOR NON-SOD CONFLICT SUBSTITUTIONS, THE AA MUST COMPLETE
THE DD 2875 FORM FOR EACH USER AND DOCUMENT THE POSITION SUBSTITUTED
AS WELL AS THE POSITIONS CURRENTLY ASSIGNED TO THE USER. THE AA WILL
INCLUDE THE REASON FOR THE SUBSTITUTION AND THE LENGTH OF TIME
REQUIRED FOR THE SUBSTITUTION.

1.E.1.E. THE AA WILL PROVIDE THE DD 2875 TO THE COMMANDER/DIRECTOR
FOR APPROVAL. AFTER APPROVAL, THE AA WILL EXECUTE THE SUBSTITUTION IN
GCSS-ARMY AND ENTER A VALIDITY DATE FOR THE SUBSTITUTION, NOT TO
EXCEED 365 DAYS. THE AA WILL MAINTAIN ALL DOCUMENTATION OF THE
SUBSTITUTION AT THE UNIT.

1.E.2. IF POTENTIAL CONFLICTS EXIST AFTER REVIEWING JOB AID “JA
DOCUMENTATION REQUIREMENTS FOR PERSONNEL ALLOWABLE SUBSTITUTIONS”, THE
AA WILL SUBMIT A HELP DESK TICKET TO REQUEST A SOD ANALYSIS REPORT VIA
https://service.peoeis.army.mil OR CALL THE GCSS—-ARMY HELPDESK AT 866-
547-1349 OR 804-734-1051.

1.E.2.A. THE HELP DESK WILL RUN A SOD ANALYSIS REPORT FOR THE
POSITION SUBSTITUTIONS AND PROVIDE THE RESULTS TO THE COMMAND
REQUESTING THE INFORMATION. THE SOD CONFLICT ANALYSIS REPORT WILL
IDENTIFY ANY SOD CONFLICTS OR REPORT NO VIOLATIONS. THE AA WILL RETAIN
THE SOD CONFLICT ANALYSIS REPORT AND THE DD 2875 WITHIN THE UNIT’S
FILES TO DOCUMENT ACTIONS TAKEN.

1.E.2.B. FOR SOD CONFLICT SUBSTITUTIONS, THE AA MUST COMPLETE THE DD
2875 FOR EACH USER AND DOCUMENT THE POSITION SUBSTITUTED AS WELL AS
THE POSITIONS CURRENTLY ASSIGNED TO THE USER. THE AA WILL INCLUDE THE
REASON FOR THE SUBSTITUTION AND THE LENGTH OF TIME REQUIRED FOR THE
SUBSTITUTION.

1.E.2.B.1. AA WILL PROVIDE THE COMPLETED DD 2875 TO THE
COMMANDER/CIVILIAN DIRECTOR FOR APPROVAL. AFTER APPROVAL, THE AA WILL
EXECUTE THE SUBSTITUTION IN GCSS-ARMY AND ENTER A VALIDITY DATE FOR
THE SUBSTITUTION.

1.E.2.B.2. IF THE SUBSTITUTION NEEDS TO BE EXTENDED BEYOND THE MAXIMUM
SUBSTITUTION TIME REQUESTED OR SHORTER TIMEFRAME PREVIOUSLY REQUESTED,
A NEW DD 2875 REQUEST MUST BE COMPLETED FOR THE REQUESTED TIME THAT
THE SUBSTITUION IS NEEDED.

1.E.2.C. ALL DD 2875 REFLECTING CURRENT AND PAST USER ACCESS TO
GCSS—-ARMY AND SOD CONFLICT ANALYSIS REPORTS FOR POSITION SUBSTITUTIONS
WILL BE RETAINED AT THE UNIT FOR 24 MONTHS FROM THE DATE OF THE LAST
CHANGE/OFF BOARD. LACK OF DOCUMENTATION WILL RESULT IN AN AUDIT
FINDING. THE COMMANDER/CIVILIAN DIRECTOR WILL ACCEPT RESPONSIBILITY
FOR THE ACTIONS OF THE SYSTEM USERS WITH SOD CONFLICTS DUE TO POSITION



https://service.peoeis.army.mil/
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SUBSTITUTIONS. THE ACCEPTANCE OF RESPONSIBILITY WILL BE DOCUMENTED AND
MAINTAINED WITH THE UNIT.

1.E.3. IF A COMMANDER DETERMINES AN EVENT AN EMERGENCY, A VERBAL
COMMAND (VOCO) CAN BE GIVEN BY THE COMMANDER/CIVILIAN DIRECTOR OR
REPRESENTATIVE FOR THE AA TO MAKE THE NECESSARY CHANGES TO A CURRENT
USER OR NEW USER. VOCOs ARE VALID FOR 72 HOURS.

1.E.3.A. THE RETRODOCUMENTATION FOR VOCO WILL BE A DD 2875 SAAR TO
SUPPORT THE VOCO ACTION. INCLUDED IN THE COMMENT SECTION WILL BE
DETAILED EXPLANATION OF WHY THE ACTION WAS TAKEN, AND THE BEGINNING
DATE AND ENDING DATE OF THE VOCO. DOCUMENTATION OF THE VOCO ACTION
MUST BE REVIEWED AND INITIALED BY COMMANDER/CIVILIAN DIRECTOR OR
REPRESENTATIVE.

1.E.3.B. IF A VOCO ACTION IS MADE PERMANENT, THEN ALL SOD IDENTIFIED
REQUIREMENT ANALYSIS AND CONFLICTS AS EXPLAINED ABOVE, ALONG WITH
TRAINING CERTIFICATES AS LISTED ABOVE, MUST BE COMPLETED AND ON FILE
WITH THE AA WITHIN 24 HOURS.

1.E.3.C. COMMANDERS WILL USE VOCO SPARINGLY AND ONLY IN EXTREME CASE
OF EMERGENCY.

1.E.4. THE AA WILL PERFORM AN ANNUAL SYSTEM ACCESS ROLE REAFFIRMATION
PROCESS FOR EACH USER. THE AA SUPERVISOR WILL REVIEW AA DOCUMENTATION
TO ENSURE THAT RECORDS ARE BEING MAINTAINED ACCURATELY AND IN LINE
WITH REGULATION.

1.E.4.A. AA WILL PERFORM AN ANNUAL ROLE REAFFIRMATION PROCESS TO
REVIEW ROLES CURRENTLY ASSIGNED TO ALL USERS WITHIN AA SCOPE OF
OPERATION. AA WILL UTILIZE THE GCSS-ARMY ASSIGNMENT MAINTENANCE
WORKBENCH (ZAMW) TO ACCESS THE YEARLY ROLE REAFFIRMATION CAPABILITY.
THE SYSTEM WILL PROVIDE THE AA WITH 60,30,15 DAY ADVANCE NOTIFICATIONS
TO COMPLETE THE ANNUAL REQUIREMENT. AAs FAILURE TO REAFFIRM USERS
WITHIN THEIR SCOPE OF OPERATION WITHIN THE 365 DAY TIMEFRAME OF A USER
BEING IN A POSITION, THE USER’S ACCOUNT WILL BE LOCKED BY THE SYSTEM
AND THE AA WILL NOT BE ABLE TO UNLOCK THE ACCOUNT UNTIL THE ANNUAL
REAFFIRMATION IS COMPLETE.

NOTE: WHEN ONE DUAL PERSONA ACCOUNT IS LOCKED, THE OTHER ACCOUNT’S
REAFFIRMATION STATUS IS NOT AFFECTED. IF A USER IS LOCKED THE USER
WILL LOSE ACCESS TO THEIR SUBSTITUTED POSITIONS UNTIL THE USER IS
REAFFIRMED. IF A REAFFIRMATION IS DONE UNINTENTIALLY, THE AA MUST
SUBMIT A HELP DESK TICKET TO REVERSE THE REAFFIRMATION. TO REVIEW THE
ROLES FOR SUCH REVIEW, AAs CAN NOW GENERATE A YEARLY ROLE
REAFFIRMATION REPORT (ZAMW) TO TRACK USERS IN THEIR SCOPE OF OPERATION
TO ENSURE USERS DO NOT EXCEED 365 DAYS IN A POSITION WITHOUT
REAFFIRMATION.
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1.E.4.B. AAs MAY RUN THE YEARLY ROLE REAFFIRMATION REPORT TO PRODUCE
EVIDENCE OF ANNUAL ROLE REAFFIRMATION FOR AUDIT PURPOSES.

1.E.5. THE CHECKLIST IN APPENDIX 2 TO THIS ANNEX WILL AID THE COMMANDER
TO ENSURE THAT THEIR UNIT ACCESS ADMINISTRATOR IS MAINTAINING SYSTEM
ACCESS AND REAFFIRMING ACCESS IN THE MANNER PROVIDED IN GUIDANCE.
1.F. REFERENCE LINKS:

1.F.1. GCSS-ARMY TRAINING AND CERTIFICATION SYSTEM (GTRAC) WEBR-BASED
TRAINING FOR DECENTRALIZED USER ADMINISTRATION:
HTTPS://GCSS.ARMY.MIL/GTRAC/

1.F.2. DUA WORKBENCH: HTTPS://WWW.GOGCSS-ARMY.ARMY.MIL/WELCOME .HTML
1.F.3. EUM+ TO ACCESS JOB AID “JA DOCUMENTATION REQUIREMENTS FOR
PERSONNEL ALLOWABLE SUBSTITUTIONS” :
HTTPS://WWW.GCSS-ARMY .ARMY .MIL/GCSS-ARMY/GARMY JUMP1.HTM

1.F.4. HELP DESK TICKET: HTTPS://SERVICE.PEOEIS.ARMY.MIL/GCSSA/

1.G. POINTS OF CONTACT

1.G.1. HODA DCS G-4, G-46 ENTERPRISE LOGISTICS SYSTEM POLICY POC:
MS. ASHLEY POWERS, EMAIL: ASHLEY.M.POWERS.CIV@MAIL.MIL.

1.G.2. CASCOM POCs:
1.G.2.A. KELLY MCKENZIE, 804-279-1001, KELLY.L.MCKENZIE.CIV@MAIL.MIL

1.G.2.B. OCTAVIA C. JONES 804-734-0282, OCTAVIA.C.JONES.CIV@MAIL.MIL





Appendix 2 to Annex A, EXORD 138-21 - Decentralized User Administration (DUA)
Checklist

Item

Action

Complete

1

Has Unit AA completed all AA training prior to Appointment Orders? (GCSS-Army Overview,
Basic and Intermediate Navigation, Data Mining, and Decentralized User Administration (DUA)
training).

Does the AA have a valid System Authorization Access Request (SAAR), DD 2875 with
specific position on file?

Has the AA been appointed in writing by the Commander or Civilian Activity Director?

Does the AA have a Standard Operating Procedure (SOP) which covers instructions for
personnel actions when using Decentralized Users Administration (DUA) (on-boarding, out-
boarding, transferring, substituting, dual persona and rehiring)? AA may use the DUA
Reference Guide as the SOP.

Prior to onboarding and giving access to users, does the AA ensure there is a valid System
Authorization Access Request (SAAR), DD 2875 with specific position on file for all system
uses along with certificates of mandatory web-based training certificates (GCSS-Army

Overview, Basic and Intermediate Navigation) on file prior to giving access to GCSS-Army?

Does the AA ensure that incoming personnel are only on-boarded when the appropriate
documentation is completed (DD 2875 with specific position and/or appointment orders) and
certificates of mandatory user web-based GCSS-Army training (GCSS-Army Overview, Basic
and Intermediate Navigation is complete?

Does the AA ensure that incoming personnel who are in the position of Accountable Officer,
Property Book Officer or Master Driver are only on-boarded when the appropriate
documentation is completed? DD 2875, Appointment Orders, Assumption of Command (or
authority) Orders, and training certificates of mandatory user web-based GCSS-Army
Overview, Basic and Intermediate Navigation.

Does the AA ensure that the most current DD 2875 is maintained for each user that accurately
reflects the permissions granted to system for the duration of their access and keep all
documentation on-hand for 24 months from last change/off board.

Does the AA ensure for position substitutions and before user roles are granted that
Segregation of Duty (SOD) analysis is performed to ensure no SOD violations will occur.

10

Does the AA ensure that all users have the appropriate roles in GCSS-Army for his or her
Force Element (FE) as depicted in the DUA Reference Guide Standard Positions and Role
Description section?

11

Does the AA ensure user Substitutions are Segregation of Duty (SOD) Compliant?

12

Does the AA perform an annual role reaffirmation of all their current users to ensure they still
have a business need for their assigned roles within their FE/Scope of Operation? AA can use
the DUA workbench Annual Reaffirmation Transaction ZYRR to view the changes and roles
history within their FE.

13

Does the AA ensure that a GCSS-Army user under his or her FE is Out-boarded immediately
upon departing the FE?

14

Does the AA maintain retroactive documentation for all Verbal Commands (VOCO) issued
under emergency conditions and made permanent required documentation is completed and
on file within 24 hours?






